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Safety x Security

What is Information Security Management?

» 1SO 27000 states that Information Security Management is a top-

down, business driven approach to the management of an
organization’s physical and electronic information assets in order

to preserve their

* Confidentiality,

" Integrity, and
= Availability. .
Information
— - B




ISMS - definice

An ISMS is the means by which An ISMS is the means by which
management monitors and management monitors and
controls information security, controls information security,
minimizing the residual business minimizing the residual [

risk and ensuring that safety risk and ensuring that
information security continues information security continues to
to fulfill corporate, customer and fultill corporate—customerand
legal requirements. legal requirements and societal

expectations.
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PART-IS

Protect the aviation system from information security risks with potential
impact on aviation safety

Information and communication technology systems and data used by
Approved Organisations and Authorities for civil aviation purposes

- identify and manage information security risks related to information and
communication technology systems and data used for civil aviation
purposes;

- detect information security events, identifying those which are considered
information security incidents; and

- - respond to, and recover from, those information security incidents l

Activity




PART-IS — most mezi SECURITY a SAFETY
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Denial of Service
Man in the middle

Injection attacks

Confidentiality: insider threat ] Information Security
- Consequences

DoS: ATC communication with A/Cs

Forged data presented to pilot / ATCO

Aviation Safety
Consequences

Accident?

incident’




PART-IS — predpisova zakladna

IMPLEMENTING RULES (IRS) (COMMISSION REGULATIONS) EASA
& T
Regulation (EU) 2023/203 Initial issue nﬁ/ﬂlg I’;'S
Regulation (EU) 2023/1769 n/a /om)
Regulation (EU) 2024/1109 n/a 1/5/2024

DELEGATED RULES (DRs) (COMMISSION REGULATIONS)

Regulation (EU) 2022/1645 Initial issue 16/10/2025

AMC & GM 10 IRs (ED DECISIONS)

Incorporated ED Decisions AMC/GM Issue No, Amendment No Applicability date

ED Decision 2023/008/R Issue 1 22/2/2026
ED Decision 2023/009/R Issue 1 22/2/2026
ED Decision 2023/010/R Issue 1 22/2/2026

easa.europa.eu/en/document-library/easy-access-rules




PART-IS — casova osa

H2-2022

Delegated Regulation (EU) 2022/1645 — pub.ished 26.9.2022

DOA, POA, Aerodrome operators, Apron Mgt Services operators 16.10.2025

*‘-‘" T ST ,|v S e 7
@ 'mplementing Regulation (EU) 2023/1769 extending the scope

—

Implementing Regulation (EU) 2023/203 — published 2.2.2023

M= . ©22.2.2026
Civil Aviation Authorities, EASA and all other types of approved org’s

EDD 2023/008/R, 2023/0C9/R, 2023/010/R — published 12.7.2023

’ Acceptable Means of Compliance and Guidance Material



PART-IS - obsah

* Obsah — vilastni narizeni
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Annex Ill — Part-ARA a Part —ORA k nafizeni 1178/2011 (FCL)

Annex V — Part-ARO a Part-ORO k natizeni 965/2012 (OPS)
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PART-IS — Annex V

EAS mmnm%?shmw implamenting Regulation EL/

ANNEXV — INFORMATION SECURITY — ANNEXES Il (PART-
ARO) anD Il (PART-ORO) 1O REGULATION (EU) NO 965/2012

For the consoclidated version of Part-ARD and Part-0OR0, please refer to the Easy Access Rules for Air
Operations [Regulation (EU] No 965/2012).




PART-IS vs. (EU) 965/2012

ORO.GEN.200A Information security management system

Regulation (EU) 2023/203

In addition to the management system referred to in point ORO.GEN.200, the operator shall establish,
implement and maintain an information security management system in accordance with
Implementing Regulation (EU) 2023/203 in order to ensure the proper management of information
security risks which may have an impact on aviation safety.

[applicable from 22 February 2026 — Implementing Regulation (EU) 2023/203]



Hook to
ISMS

Dopady do jednotlivych Narizeni

Reg. 1178
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PART-IS - Pfedmeét

Clinek 1
Piredmét

Toto nafizeni stanovi poZadavky, které musi organizace a pfisluiné organy splnit s cilem:

a) identifikovat a fidit rizika v oblasti bezpecnosti informaci s moZnym dopadem na bezpeénost letectvi, kterd by mohla
ovlivnit systémy a tdaje informaénich a komunikaénich technologii pouzivanych pro ddely civilniho letectvi;

b} zjistit udilosti v oblasti bezpeénosti informaci a uréit ty, které jsou povaZoviany za incidenty v oblasti bezpeénosti
informaci s moZnym dopadem na bezpecnost letectvi:

) reapovat ma tyto incidenty v oblasti bezpeénosti informaci a zotavit se z nich.




1. Toto nafiz

) organizace & i) letadlo ELA2 podle definice v ¢l 1 odst. 2 pism. j) nafizeni (EU) &. 748(2012;

které se zaby

b} organizace k

¢ 1321/2014 ii) jednomotorové vrtulové letouny s maximdlni provozni konfipuraci sedadel pro cestujici 5 nebo méné, které
s piilohou

) letecti provog

podileji vyhrd
i) letadlo El T . . . - . . - .
iii) jednomotorové vrtulniky s maximidlni provozni konfiguraci sedadel pro cestujici 5 nebo méné, které nejsou
i) jednomor klasifikoviny jako sloZiti motorovid letadla, pii vzletu a pfistini na stejném letisti nebo provoznim misté a pii
el provozu podle pravidel letu za viditelnosti ve dne;

iii) jednomotorové

Klasifikoviny jako sloZitdi motorovi letadla, pfi veletu a pfistini na stejném letisti nebo provoznim misté a pii

PART-IS — oblast pusobnosti

c) letecti provozovatelé, na které se vziahuje pfiloha Il (Eist ORO) nafizeni (EU) ¢ 9652012, s vyjimkou téch, kiefi se
podileji vyhradné na provozu nékterého z nasledujicich letadel:

nejsou klasifikoviny jako sloZiti motorovd letadla, pfi vzletu a pfistini na stejném letisti nebo provoznim
misté a pfi provozu podle pravidel letu za viditelnosti ve dne;

LAgentura), nafizeni a v

provozu podle pravidel letu za viditelnosti ve dne;

(Edst ORA)
pro letadla

se vziahuje

s vyjimkou

s bodem

ORA015

se vzrahuje

i (dile jen

5 nafizeni v pfenesené pravomoci (EU) 2022/1645 ('4).

d) schvile|
téch, ki
[EL) €.

e) letecki

£ 1178[2011;

d) schvalené organizace pro vycvik, na které se vztahuje pfiloha VII (¢ast ORA) nafizeni (EU) ¢. 11782011, s vyjimkou
téch, které se zabyvaji vyhradné vycvikovymi ¢innostmi u letadel ELA2 podle definice v €l. 1 odst. 2 pism. j) nafizeni
(EU) €. 748/2012 nebo se zabyvaji vyhradné teoretickym vycvikem;




PART-IS - IS.1.OR.200(e) - zmirnéni

e) AniZ je dotcena povinnost dodrzovat pozadavky tykajici se hlaseni uvedené v nafizeni (EU) ¢. 376/2014 a pozadavky
bodu IS.I.OR.200 pism. a) bodu 13, mtze pfislusny tGfad organizaci udélit opravnéni neprovadét pozadavky uvedené
v pismenech a) az d) a souvisejici pozadavky uvedené v bodech IS.I.OR.205 az IS.LOR.260, pokud ke spokojenosti
uvedeného tfadu prokaze, Ze jeji cinnosti, zafizeni a zdroje, jakoZz isluzby, které provozuje, poskytuje, pfijima
a udrzuje, nepfedstavuji ani pro ni, ani pro jiné organizace 7ddnd rizika bezpecnosti informaci s potencidlnim
dopadem na bezpecnost letectvi. Schvileni musi vychdzet z dokumentovaného posouzeni rizik bezpecnosti infor-
maci, které provede organizace nebo tfeti strana v souladu sbodem IS.LOR.205 akteré pfezkoumd a schvali jeji
piislusny organ.

Platnost tohoto schvileni bude pfezkoumdna pfislusnym orgdnem v ndvaznosti na pfislusny cyklus dozorovych
auditt a vzdy, kdyz dojde ke zméndm v rozsahu cinnosti organizace.




PART-IS — I1S.1.0R.200(e)

GM1 IS.1.0R.200(e) Information security management system

(ISMS)

ED Decision 2023/009/R

Any organisation that believes that it does not pose any information security risk with a potential
impact on aviation safety, either to itself or to other organisations, may consider requesting an
approval for a derogation py the competent authority following the procedure outlined in
AMC1 IS.I.OR.200(e).

Some examples of organisations that may consider asking for a derogation might include:

— An air operator that performs non-high-risk commercial specialised operations (SPO) with non-
complex aircraft, if the nature of the operations justifies the grounds for a derogation.

—  An air operator that operates ELA2 aircraft as defined in Article 1(2)(j) of Regulation (EU) No
748/2012 with the exception of one aircraft that is operated in predefined operational
conditions or under certain operational limitations.

— A maintenance organisation approved under Part-145 dealing only with maintenance of
components or maintenance activities that do not contribute to ensuring the structural integrity
of the aircraft nor any major safety-related functionalities — for instance, undertaking activities
such as washing, removing coatings, painting, etc.

The aforementioned examples are not exhaustive and are only indicative of potential scenarios that
might provide an initial basis for the preparation of an information security risk assessment that
justifies the exclusion of all elements of an organisation from the scope of the ISMS.




PART-IS - priklad

Existing rules require

- Use the aircraft in accordance with the
manufacturer's instructions (airframer in the picture) |
[ORO.MLR.100 (b) ORO.GEN.110 (a)]

- Maintain airworthy conditions [Part-M: M.A.201 (e)]

Part-IS introduces the additional purpose of using the
product in the environment for which it has been
certified, so that the safety assumptions considered in
l the design are maintained during operation.

QAR, FDR data

Example 1i




PART-IS - priklad

Design Organisation Aircraft Operator

Software o ' DO-signed SLP - electronic distribution - |
LoadableParts LI ' Bl A

Server
‘ As-Certified

Configuration Data
L— -_—L Data Import
in DB format

lllustrated Parts " - .
atalogue ‘?" Configuration
Database

Airline Engineer
Service Bulletins Data Entry

Authorised Embedded Config.
Configurations Checking tool



PART-IS - pozadavky

ORGANISATION | Description | AUTHORITY

1S.1.0R.100 Scope " 1S.AR.100

IS.1.OR.200 Information security management system (ISMS) 1S.AR.200

Information security risk assessment " 1S.AR.205

Information security risk treatment IS.AR.210

Information security internal reporting scheme

Information security incidents — detection, response, and recovery IS.AR.215

Response to findings notified by the competent authority

Information security external reporting scheme
Contracting of information security management activities

IS.1.OR.240 Personnel requirements

Record-keeping
Information security management manual (ISMM)
IS.1.OR.255 Changes to the information security management system
i T == =

IS.1.OR.260 IS.AR.235




IS.OR.200 Systém rizeni IS (ISMS)

Za ucelem dosazeni cili stanovenych v ¢lanku 1 organizace vytvofi, zavede a udrZuje systém fizeni bezpecnosti informaci
(ISMS), ktery zajisti, Ze organizace:

1) stanovi politiku bezpecnosti informaci

2) identifikuje a prezkoumava rizika bezpecnosti informaci

3) definuje a provddi opatreni k reseni rizik bezpecnosti informaci

4) zavede systém interniho hlaseni v oblasti bezpecnosti informaci

5) definuje a provede opatreni potrebnd k odhalovani udalosti v oblasti bezpecnosti informaci, urcuje udalosti, které jsou
povazovany za incidenty s moznym dopadem na bezpecnost letectvi, reaguje na tyto incidenty v oblasti bezpecnosti
informaci a odstranuje jejich nasledky;

6) provadi opatreni, ktera prislusny organ oznamil jako okamZitou reakci na incident nebo zranitelnost v oblasti bezpecnosti
informaci s dopadem na bezpecnost letectvi

7) prijme vhodnad opatreni k reseni zjisténi oznamenych prislusSnym orgdnem




IS.OR.200 Systém rizeni IS (ISMS)

Za ucelem dosazeni cili stanovenych v ¢lanku 1 organizace vytvofri, zavede a udrzuje systém fizeni bezpecnosti informaci
(ISMS), ktery zajisti, Ze organizace:

8) zavede systém externiho hlaseni, aby mohl pFislusny organ prijmout vhodna opatreni;

9) dodrzuje pozadavky obsazené v bodé IS.I.OR.235, pokud zadava jakoukoliv ¢ast ¢innosti uvedenych v bod IS.1.OR.200
jinym organizacim

10) splnuje pozadavky na zaméstnance stanovené v bodé IS.1.0R.240;

11) spliuje poZadavky na vedeni zdznami stanovené v bodé IS.1.OR.245;

12) sleduje, jak organizace plni poZadavky tohoto narizeni a poskytuje zpétnou vazbu o zjisténich odpovédnému
vedoucimu pracovnikovi, aby zajistil ucinné provadéni napravnych opatreni;

13) chrani, aniz by byly dotéeny platné pozadavky na hldseni incident(, divérnost vsech informaci, které organizace mohla
obdrzet od jinych organizaci, a to podle urovné jejich citlivosti




ORO.GEN.200 Management system

Reguiation (EU) No 965/2012

(a) The operator shall establish, implement and maintain a management system that includes:

(1) clearly defined lines of responsibility and accountability throughout the operator,
including a direct safety accountability of the accountable manager;

(2)  a description of the overall philosophies and principles of the operator with regard to

safety, referred to as the safety policy;

Za ucelem dosazeni cilQ 3)  the identification of aviation safety hazard Lod b the activitios of th - informaci
’ e 47 v the identitication of aviation sate azards entalle the activities ot the o E'I'EII'DI',t elr
(ISMS), ktery zajisti, ze o v Y P

evaluation and the management of associated risks, including taking actions to mitigate
the risk and verify their effectiveness;

8) zavede system extel (4)  maintaining personnel trained and competent to perform their tasks;

9) dodrzuje pozadavky : : : _ .I.OR.200
L, . , (5) documentation of all management system key processes, including a process for making
Jinym organizacim personnel aware of their responsibilities and the procedure for amending this

10) spinuje pozadavky r documentation;

11) spliiuje poZadavky r (6) a function to monitor compliance of the operator with the relevant requirements.

12) sleduje, jak organiz¢ Compliance monitoring shall include a feedback system of findings to the accountable mu
vedoucimu pracovn, manager to ensure effective implementation of corrective actions as necessary; and

13) chrani, aniz by byly « (7)  any additional requirements that are prescribed in the relevant Subparts of this Annexor  |izace mohla
obdriet od jin\'/ch or; other applicable Annexes.

(b)  The management system shall correspond to the size of the operator and the nature and
complexity of its activities, taking into account the hazards and associated risks inherent inthese
activities.




IS.OR.205 Posouzeni rizik IS

a) Organizace identifikuje vsechny své prvky, které by mohly byt vystaveny rizikim bezpecnosti informaci. Patfi sem:
1. ¢innosti, zarizeni a zdroje organizace, jakoz i sluzby, které organizace provozuje, poskytuje, pfijima nebo udrzuje;
2. vybaveni, systémy, udaje a informace, které prispivaji k fungovani prvk( uvedenych v bodé 1.

b) Organizace identifikuje rozhrani, ktera ma s jinymi organizacemi a ktera by mohla vést k vzajemné expozici rizikiim v
oblasti bezpecnosti informaci

c) S ohledem na prvky a rozhrani uvedené v pismenech a) a b) organizace identifikuje rizika v oblasti bezpecnosti informaci,
ktera mohou mit mozny dopad na bezpecnost letectvi.

d) Organizace prezkouma a aktualizuje posouzeni rizik




IS.OR.205 Posouzeni rizik IS

Na zakladé Na zakladé novelizace Provadéciho nafizeni komise EU 2015/1998 ve znéni Provadéciho narizeni komise
a) 0, EU2019/1583 a Provadéciho nafizeni komise EU 2020/910, ktere posouva platnost Provadéciho nafizeni komise EU
1. Cii o rok, jsou od 1. 1.2022 pro oblast kybernetické bezpecnosti vyZzadovany nové povinnosti u subjektd a skoliteld
2.Vy  podilejicich se na ochrané civilniho letectvi pred protipravnimi ciny (déle jen ,subjekty):

b) Organizace identifikuje rozhrani, ktera ma s jinymi organizacemi a ktera by mohla vést k vzajemné expozici rizikiim v

ObrA-.l_ Qe o S 1O BCNSR « i 4
1. Subjekty jsou povinny provést identifikaci kritickych informacnich a komunikacnich systému (IKS) za Ucelem

c) ¢ urceni, zda by naruSeni dvérnosti, integrity nebo dostupnosti informaci, uloZenych a pouZzivanych v téchto

kte systémech, jejich funkcich a komponentech mohlo mit vliv na ochranu civilniho letectvi pred protipravnimi ¢iny a na

d) jeho zakladé stanovit rozsah zavadénych opatreni v oblasti kybernetické bezpecnosti.




IS.OR.205 Posouzeni rizik IS

£ WA Lo £ B I

£ [ i — S A s E . 00 e o om = T e o £ o

GM3 ORO.GEN.200(a)(3) Management system

ED Decision 2014/017/R

SAFETY RISK ASSESSMENT — RISK REGISTER

The results of the assessment of the potential adverse consequences or outcome of each hazard may be recorded by the operator in a risk register, an example

of which is provided below.
B
Pre-Mitigati Post-Mitigati
Incident SRR g Additional Lo S, . Monitoring
Actions and
Sequence

Description Description Owners

Existing
Controls

and Review
Requirements

Mitigation
required

Likelihood
Likelihood




IS.OR.210 Reseni rizik IS

a) Organizace vypracuje opatreni k reseni nepfijatelnych rizik zjisténych v souladu s bodem IS.1.OR.205, v¢as je provede a
kontroluje jejich trvalou ucinnost. Tato opatfeni musi organizaci umoznit:

1)kontrolovat okolnosti, které prispivaji ke skuteénému vyskytu scénare hrozeb;

2) snizit disledky pro bezpecnost letectvi spojené s naplnénim scénare hrozeb;

3) vyhnout se rizikim. Tato opatreni nesmi prinést Zzddna nova mozna nepfrijatelna rizika pro bezpecnost letectvi.

b) AM a ostatni dotceni pracovnici organizace musi byt informovani o vysledku posouzeni rizik provedeného v souladu s
bodem IS.I.OR.205, o odpovidajicich scénarich hrozeb a o opatrenich, ktera maji byt provedena. Organizace rovnéz informuje
organizace, s nimiz ma rozhrani v souladu s bodem IS.I.OR.205 pism. b), o vSech rizicich sdilenych mezi obéma organizacemi




IS.OR.210 Reseni rizik IS

3. Na zakladé identifikace IKS je potfeba tyto systémy a informace v nich obsazené zabezpecit predevsim proti

a) (
kon Neopravnénému pristupu, zméné a pouZiti, zabranit naruseni integrity nebo nedostupnosti, zméneé konfigurace IKS a

1 zabranit neopravnéné manipulaci se systémy a jejich daty. Pro systematické nastaveni zabezpeceni u subjekt, které
2

nespadaji do plsobnosti zakona o kybernetické bezpecnosti, doporucujeme vyuZit jako pomocny dokument ,
3

Minimalni bezpecnostni standard “, pfipraveny Narodnim Gradem pro kybernetickou a informacni bezpecnost

b) / (dale jen NUKIB“). Konkrétni opatfeni je nutno aplikovat na zékladé identifikace IKS a vyhodnoceni rizik.

bodem IS.I.OR.205, o odpovidajicich scenarich hrozeb a o opatrenich, ktera maji byt provedena. Organizace rovnez informuje

Organlvara c nimMmi? MmA razhrani v canilladil e hadam IC 1T NR INE niecrm hY A véarh rizicich cdilantich ma2i Ahdma nrnanl-;ahnml

Pro hodnoceni aktiv, rizik, zranitelnosti a hrozeb |ze vyuZit Prilohy 1 - 3, Vyhlasky o bezpecnostnich opatfenich,
kybernetickych bezpecnostnich incidentech, reaktivnich opatrenich, naleZitostech podani v oblasti kybernetické
bezpecnosti a likvidaci dat €. 82/2018.




PART-IS - retezce
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IS.OR.215 Systém interniho hlaseni IS

Organizace vytvori systém interniho hlaseni, ktery umozni shromazdovani a vyhodnocovani udalosti v oblasti bezpecnosti
informaci.

KaZdd smluvni organizace, kterd mlze organizaci vystavit rizikiim v oblasti bezpeénosti informaci s moznym dopadem na
bezpecnost letectvi, je povinna této organizaci hldsit uddlosti v oblasti bezpecnosti informaci.

Organizace spolupracuje pri vysetrovani s jakoukoli jinou organizaci, ktera vyznamneé prispiva k bezpecnosti informaci v ramci
své vlastni Cinnosti.

Organizace mize tento systém poddvdni hldseni integrovat s jinymi systémy podavani hlaseni, které jiz zavedla




IS.OR.215 Systém interniho hlaseni IS

o/l 7.4 GM1 ORO.GEN.200(a)(3) Management system nosti

informaci. ED Decision 2017/007/R
INTERNAL SAFETY REPORTING SCHEME
Kazda sm _ _ _ _ _ n na
bezpe&no (a) The overall purpose of the internal safety reporting scheme is to use reported information to
improve the level of the safety performance of the operator and not to attribute blame.
Organizac (b)  The objectives of the scheme are to: ~{ v ramci
své vlastn (1} enable an assessment to be made of the safety implications of each relevant incident and

accident, including previous similar occurrences, so that any necessary action can be
initiated; and

Organizac

(2}  ensure that knowledge of relevant incidents and accidents is disseminated, so that other




IS.OR.220 Incidenty IS — odhaleni, reakce a zotaveni

a) Na zakladé vysledku posouzeni rizik provedeného podle bodu IS.I.OR.205 a vysledku osetreni rizik provedeného podle
bodu IS.I.OR.210 organizace provede opatreni k odhalovdni incidentt a zranitelnosti, které naznacuji mozné naplnéni
neprijatelnych rizik a které mohou mit mozny dopad na bezpecnost letectvi.

b) Organizace zavede opatreni, kterd reaguji na vsechny podminky udalosti zjiSténé v souladu s pismenem a), které se mohou
rozvinout nebo se rozvinuly do incidentu v oblasti bezpecnosti informaci.

c) Organizace zavede opatreni zamérend na obnovu po incidentech v oblasti bezpecnosti informaci, véetné pripadnych
mimoradnych opatreni.




IS.OR.220 Incidenty IS — odhaleni, reakce a zotaveni

a) Na zakladé vysledku posouzeni rizik provedeného podle bodu IS.I.OR.205 a vysledku osetreni rizik provedeného podle
bodu IS.I.OR.210 organizace provede opatreni k odhalovdni incidentt a zranitelnosti, které naznacuji mozné naplnéni
neprijatelnych rizik a které mohou mit mozny dopad na bezpecnost letectvi.

b) 4.\ bezpecnostnich programech subjektl nebo v jiném relevantnim dokumentu zastitujicim kybernetickou
ro bezpecnost u subjektu, na ktery se bezpecnostni program odkazuje, se na zakladé posouzeni rizik, ktera si zpracoval

dany subjekt, podrobné stanovi opatfeni k zajisténi ochrany pred kybernetickymi utoky, jejich odhalovani a

c) reakce na ne.
m

ou




IS.OR.225 Reakce na zjisteni oznamena prislusnym
organem (UCL, NUKIB)

a) Po obdrzeni oznameni o zjisténich predloZzeného prislusSnym orgdnem organizace:
1) zjisti hlavni pfic¢inu nebo pficiny nesouladu a faktory, které k nému prispély;
2) vytvori plan ndpravnych opatreni;

3) prokaze napravu nesouladu ke spokojenosti prislusného organu

b) Opatreni uvedend v pismenu a) se provedou ve lh(ité dohodnuté s prislusSnym orgdnem




IS.OR.225 Reakce na zjisténi oznamena prislusnym
organem (UCL, NUKIB)

ORO.GEN.150 Findings

Regulation (EU) No 965,/2012
After receipt of notification of findings, the operator shall:
(a)  identify the root cause of the non-compliance;
(b)  define a corrective action plan; and

(c) demonstrate corrective action implementation to the satisfaction of the competent authority
within a period agreed with that authority as defined in ARO.GEN.350(d).




IS.OR.230 Systém externiho hlaseni v oblasti IS

a) Organizace zavede systém poddavani hlaseni o bezpecnosti informaci, ktery splfiuje pozadavky
stanovené v nafizeni (EU) ¢. 376/2014 a jeho aktech v prenesené pravomoci a provadécich aktech,
pokud se toto nafizeni na organizaci vztahuje.

b) Aniz jsou dotéeny povinnosti vyplyvajici z nafizeni (EU) ¢. 376/2014, organizace zajisti, aby kazdy
incident nebo zranitelnost v oblasti bezpecnosti informaci, které mohou predstavovat vyznamné
riziko pro bezpecnost letectvi, byly oznameny jejich prislusSnému organu.




ORO.GEN.160 Occurrence reporting

Regulation (EU) 2019/1384

(a) The operator shall report to the competent authority, and to any other organisation required
to be informed by the State of the operator, any accident, serious incident and occurrence as
defined in Regulation (EU) No 996/2010 of the European Parliament and of the Council* and
Regulation (EU) No 376/2014.

(b)  Without prejudice to point (a) the operator shall report to the competent authority and to the
organisation responsible for the design of the aircraft any incident, malfunction, technical
defect, exceeding of technical limitations or occurrence that would highlight inaccurate,

a) Organizace incomplete or ambiguous information contained in the operational suitability data established
stanovené v i in accordance with Regulation (EU) No 748/2012 or other irregular circumstance that has or
pokud se totc may have endangered the safe operation of the aircraft and that has not resulted in an accident

or serious incident.

b) AniZ jsou ¢ (c)  Without prejudice to Regulation (EU) No 996/2010 and Regulation (EU) No 376/2014, the
incident neb reports referred in points (a) and (b) shall be made in a form and manner established by the
competent authority and shall contain all pertinent information about the conditions known to

riziko pro bez
the operator.

(d)  Reports shall be made as soon as practicable, but in any case within 72 hours of the operator
identifying the condition to which the report relates, unless exceptional circumstances prevent
this.

(e}  Where relevant, the operator shall produce a follow-up report to provide details of actions it
intends to take to prevent similar occurrences in the future, as soon as these actions have been
identified. This report shall be produced in a form and manner established by the competent
authority.




PART-IS - systém hlaseni

PART-IS PART-IS
ANNEX | ANNEX I

Authority Requirements (AR) Organisations Requirements (OR)
IS.AR.200 _ IS.OR.215 IS.0R.230

ISMS Internal Reporting External Reporting

External Reporting | AL Internal Reporting External Reporting

Organisations Cyber incidents Reg (EU) 376/2014
subject to its ‘ & Reg (EU) 2018/1139
oversight & Vulnerabilities Report to:

information with a potential | - Competent Authority
received through —y 8 impact on aviation | | - Design Approval Holder |

IS.I.OR.230 safety - Design qf system/
~— g constituent




PART-IS — systém hlaseni

Detect
Respond Impact on Safety? Reg. (EU) No 376/2014
Recover l Reg (EU) No 2018/1139

External IS.OR.230
Reporting

Competent Design
Authority Organisation

IS.AR.200

Internal

) IS.OR.215
Reporting




z

PART-IS — systém hlaseni

Detect
Respond

RELATIONSHIP BETWEEN INTERNAL AND EXTERNAL REPORTING

Impact on Safety? Reg. (EU) No 376/2014
| Reg. (EU) No 2018/1139

Organisations should collect and report internally incidents and vulnerabilities aiming at covering all
items within the scope of this Regulation. Both internal and external reporting are necessary for a
complete and effective reporting system. Internal reports should be assessed in a timely manner and
where the potential impact on safety is an unsafe condition, organisations should initiate reporting of

these internal reports according to 1S.1.OR.230.

— f Competent Design
B Authority Organisation
-IEASA IS.AR.200 =




Pripravovana zmeéna ECCAIRS

Communications
Air Navigation
Services
- —— Surveillance
-+~ Flight control
) | Operational / .
(99010158)
e —{ G pinendin
(390) Navigation
. Weight and
i \ Balance
\ Flight _ /1
Operations
—— Flight Planning
- Critical
Very High
Khreat Level High
—QOccurrence
\4 Medium
. Low S
———— Critical Abusive / .
+Cybersecurity——— ——— Very High Content /_
Impact Level— o Vulnerability . Disclosure of
N Information
Medium
Low Availability
DDoS
Type of attack—l—-
Unknown
| Attack vector— Web
NEW CYBERSECURITY ENTITY Email
Spoofing

—-Targeted assets

\ Email attachment

Other specific cybersecurity attributes

- Motive

- Threat actor
- loC




IS.OR.235 Uzavirani smluv na cinnosti tykajici se Fizeni
informaci

Organizace zajisti, aby pri zadavani jakékoli ¢asti Cinnosti jinym organizacim byly zadané Cinnosti v
souladu s pozadavky tohoto nafizeni a aby organizace provadeéjici zadani pracovala pod jejim
dozorem a rizika spojend se smluvnimi ¢innostmi byla ndleZité fizena.

Organizace zajisti, aby prislusny orgdn mohl mit na pozadani pristup do smluvni organizace, a mohl
tak zjistit, zda jsou nadale plnény pfislusné pozadavky stanovené v tomto narizeni
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IS.OR.235 Uzavirani smluv na ¢innosti tykajici se Fizeni
informaci

ORO.GEN.205 Contracted activities

(a)

(b)

Regulation (EU) 2018/1384

When contracting or purchasing any services or products as a part of its activities, the operator
shall ensure all of the following:

(1) that the contracted or purchased services or products comply with the applicable
requirements;

(2)  that any aviation safety hazards associated with contracted or purchased services or
products are considered by the operator's management system.

When the certified operator or the SPO authorisation holder contracts any part of its activity to




IS.OR.240 Pozadavky na personal

AM -

1) zajisti, aby byly k dispozici veskeré zdroje nezbytné ke splnéni pozadavkl tohoto nafizeni;
2) zavede a podporuje politiku bezpecnosti informaci
3) prokaze zakladni porozumeéni tomuto nafrizeni.

- jmenuje osobu nebo skupinu osob, které zajisti, aby organizace spliovala pozadavky tohoto
narizeni, a vymezi rozsah jejich pravomoci. Tato osoba (nebo skupina osob) je podfizena primo
odpovédnému vedoucimu a ma odpovidajici znalosti, kvalifikaci a zkuSenosti k plnéni svych
povinnosti. V postupech je uréeno, kdo zastupuje urcitou osobu v pripadé jeji dlouhodobé
nepritomnosti.

- jmenuje osobu nebo skupinu osob s odpovédnosti za rizeni funkce sledovani souladu uvedené v
bodé IS.I.OR.200 pism. a) bodé 12.




IS.OR.240 Pozadavky na personal

ORO.GEN.210 Personnel requirements

Regulation (EU) No 965/2012

-Po (a) The operator shall appoint an accountable manager, who has the authority for ensuring that all

info activities can be financed and carried out in accordance with the applicable requirements. The

neb accountable manager shall be responsible for establishing and maintaining an effective
management system.

-Vt (b) A person or group of persons shall be nominated by the operator, with the responsibility of
spol ensuring that the operator remains in compliance with the applicable requirements. Such
ram person(s) shall be ultimately responsible to the accountable manager.

(c)  The operator shall have sufficient gqualified personnel for the planned tasks and activities to be
- Or : : : :
performed in accordance with the applicable requirements.

prac
kphh (d) The operator shall maintain appropriate experience, qualification and training records to show
a dC compliance with point (c).

(e)  The operator shall ensure that all personnel are aware of the rules and procedures relevant to
the exercise of their duties.




Moznost slouceni organizaci

Organisation /GrouP Common responsible person

Delegate activities
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® Accountable ® Accountable
Manager AO1 Manager AO2

Organisation / Group
ISMS Manager

Approved Approved
Organisation AO1 Organisation AO 2



IS.OR.245 Vedeni zaznamu

a) Organizace vede zaznamy o svych Cinnostech v oblasti fizeni bezpecnosti informaci a archivuje
nejméné 5 let

b) Organizace vede zdznamy o kvalifikaci a zkusenostech vlastnich zaméstnanc( zapojenych do
cinnosti fizeni bezpecénosti informaci (uchovava zaznamy po dobu ¢innosti zaméstnanc( a archivuje 3

roky po ukonceni jejich Cinnosti)

c) Format zdznamd je upresnén v postupech organizace.

d) Zaznamy jsou uchovavany zplsobem zajistujicim jejich ochranu pred poskozenim, pozménovanim
a kradezi, pricemz informace se, je-li to vyzadovano, identifikuji podle svého stupné utajeni.
Organizace zajisti, aby zaznamy byly uchovavany za poufZiti prostfedku, které zajisti integritu, pravost
a opravnény pristup.




ORO.GEN.220 Record-keeping

Reguiation (EL) No 965,/2012

(a) The operator shall establish a system of record-keeping that allows adequate storage and
reliable traceability of all activities developed, covering in particular all the elements indicated
in ORO.GEN.200.

(b)  The format of the records shall be specified in the operator’s procedures.

(c) Records shall be stored in a manner that ensures protection from damage, alteration and theft.

a) Organizace \ ep Decision 201401778 1IVUJ€
nejméné 5 let  GeneraL
(a)  The record-keeping system should ensure that all records are accessible whenever needed

b) Organizace \ within a reasonable time. These records should be organised in a way that ensures traceability |dq
and retrievability throughout the required retention period.

cinnosti rizeni | rchivuje 3
rok o ukonée (b)  Records should be kept in paper form or in electronic format or a combination of both. Records
ypou stored on microfilm or optical disc format are also acceptable. The records should remain legible
throughout the required retention period. The retention period starts when the record has been
C) Format zazn. created or last amended.
(c) Paper systems should use robust material which can withstand normal handling and filing.
7 . Computer systems should have at least one backup system which should be updated within 24 |, ;s
d) Zdznamy jso novanim

A hours of any new entry. Computer systems should include safeguards against the ability of
d krade2|, price unauthorised personnel to alter the data.

Organizace zaji (d) Al computer hardware used to ensure data backup should be stored in a different location from |, Pravost
a oprévnén\'/ pf that containing the working data and in an environment that ensures they remain in good
condition. When hardware or software changes take place, special care should be taken that all
necessary data continues to be accessible at least through the full period specified in the
relevant subpart. In the absence of such indication, all records should be kept for a minimum

period of 5 years.




IS.OR.250 Prirucka pro rizeni IS (ISMM)

", a) Organizace vyda priru¢ku pro Fizeni bezpe&nosti informaci (ISMM) ktera obsahuje:

1) prohlaseni podepsané AM, kterym se potvrzuje, Ze organizace bude svou c¢innost vzdy vykonavat v
souladu s touto prilohou a priruckou ISMM. Pokud AM neni statutarnim organizace, musi prohlaseni
spolupodepsat statutarni zastupce;

2) funkci (funkce), jméno (jména), ukoly, odpovédnosti, povinnosti a pravomoci osoby ¢i osob
uvedenych v bodé IS.1.0R.240 pism. b) a c);

3) v prislusnych pripadech funkci, jméno, ukoly, odpovédnosti, povinnosti a pravomoc spolecné
odpovédné osoby definované v bodé IS.1.OR.240 pism. d);

4) politiku bezpecnosti informaci organizace uvedenou v bodé IS.I.OR.200 pism.a) bodé 1;

5) obecny popis poctu a kategorii pracovnik( a zavedeného systému planovani dostupnosti
pracovniky, jak je poZzadovdno v bodé IS.1.0R.240;

6) funkci (funkce), jméno (jména), ukoly, odpovédnosti, povinnosti a pravomoci klicovych osob
odpovédnych za provadéni bodu IS.1.OR.200, véetné osoby nebo osob odpovédnych za funkci
sledovani souladu

7) organizacni schéma znazornujici souvisejici odpovédnostni vztahy mezi osobami

8) popis systému interniho hlaseni

9) postupy upreshujici jak organizace zaji$tuje soulad s Casti IS

10) podrobnosti o aktualné schvdlenych alternativnich zptisobech plnéni predpisa.




IS.OR.250 Prirucka pro rizeni IS (ISMM)

. a)l Nroanizare \wdA nririifla nrn rizeni ha7znafnncti infarmarci [ISRMNN) ltard nheahiiio:

ED Decision 2014/017/R

COMPLEX OPERATORS — SAFETY MANAGEMENT MANUAL

(a)

(b)

The safety management manual (SMM) should be the key instrument for communicating the
approach to safety for the whole of the operator. The SMM should document all aspects of

safety management, including the safety policy, objectives, procedures and individual safety
responsibilities.

The contents of the safety management manual should include all of the following:
(1) scope of the safety management system;

(2)  safety policy and objectives;

(3) safety accountability of the accountable manager;

(4)  safety responsibilities of key safety personnel;

(5) documentation control procedures;

(6) hazard identification and risk management schemes;




IS.OR.250 Prirucka pro rizeni IS (ISMM)

b) Prvni vydani ptirucky Fizeni bezpeénosti informaci schvaluje a kopii si ponechd UCL. Pfiru¢ka fizeni
bezpecnosti informaci se méni podle potreby tak, aby byla vzdy aktualnim popisem systému ISMS
organizace. Kopie véech zmén pfiruéky ISMM se poskytne UCL.

c) Zmény prirucky ISMM se fidi postupem stanovenym organizaci. Zmeény, které nespadaji do oblasti
plUsobnosti tohoto postupu, a zmény tykajici se zmén uvedenych v bodé IS.1.OR.255 pism. b)
schvaluje UCL.

d) Organizace muze integrovat prirucku ISMM s jinymi vyklady organizace nebo priruckami
managementu, které ma k dispozici, za predpokladu, ze existuje jasny kfizovy odkaz, ktery uvadi,
které casti vykladu nebo prirucky managementu odpovidaji jednotlivym pozadavkim obsazenym v
priloze II, Casti IS.




IS.OR.255 Zmeény systému rizeni IS

a) Zmény systému ISMS mohou byt Fizeny a oznamovany UCL postupem, ktery organizace vypracuje.
Tento postup schvaluje UCL.

b) Pokud jde o zmény systému ISMS, na které se nevztahuje postup uvedeny v pismenu a), musi
organizace pozadat o schvdleni vydané UCL a ziskat ho. Pokud jde o tyto zmény potom plati:

1) Zadost o provedeni zmé&ny musi byt podana predtim, ne? k jakymkoli takovym zmé&nam dojde,
aby prislusny organ mohl urcit, zda budou i nadale dodrzeny pozadavky tohoto narizeni a aby v
pripadé potreby mohl zménit osvédceni organizace a s nim spojené podminky schvaleni;

2) organizace poskytne prislusSnému organu veskeré informace, které si vyzada k posouzeni zmény;

3) zména se provede azZ po ziskani formalniho schvdleni prislusSnym orgdnem;

4) béhem provadéni téchto zmén bude organizace svou ¢innost provozovat v souladu s platnymi
podminkami, které ji prislusny organ stanovil.




IS.OR.255 Zmeény systému fizeni IS

Yl ORO.GEN.130 Changes related to an AOC holder

Regulation (EU) No 379/2014

Ten
(a)  Any change affecting:
b) F (1) the scope of the certificate or the operations specifications of an operator; or
org : :
1 (2) any of the elements of the operator's management system as required in
ORO.GEN.200(a)(1) and (a)(2),
shall require prior approval by the competent authority.
g (b)  For any changes requiring prior approval in accordance with Regulation (EC) No 216/2008 and
; its Implementing Rules, the operator shall apply for and obtain an approval issued by the

competent authority. The application shall be submitted before any such change takes place, in
order to enable the competent authority to determine continued compliance with Regulation
(EC) No 216/2008 and its Implementing Rules and to amend, if necessary, the operator
certificate and related terms of approval attached to it.

The operator shall provide the competent authority with any relevant documentation.




IS.OR.260 Soustavné zlepsovani

a) Organizace musi pomoci vhodnych ukazatell vykonnosti hodnotit Ucinnost a vyspélost systému
ISMS. Toto hodnoceni se provadi na kalendarnim zakladé predem stanoveném organizaci nebo po
incidentu v oblasti bezpecnosti informaci.

b) Pokud jsou po posouzeni provedeném podle pismene a) zjiStény nedostatky, prijme organizace
nezbytna opatreni ke zlepseni, aby zajistila, ze systém ISMS bude i nadale splnovat platné pozadavky
a udrzi rizika bezpecnosti informaci na prijatelné Urovni. Kromeé toho organizace prehodnoti ty prvky
systému ISMS, které jsou prijatymi opatrenimi ovlivnény.




Pozadavky na urad

Organisation Requirements

1. Provisions to establish, implement and maintain an ISMS as per IS.OR requirements.

1. Provisions to establish, implement and maintain an ISMS as per IS.AR requirements.

2. Provisions to manage and immediately react to information security reports received
by Organisation under I1S.D/I.OR.230.

3. Provisions to oversee Part-IS implementation and derogations granted to
Organisations as well as changes to the ISMS during the oversight audit cycle.

4. Possibility to allocate oversight tasks to qualified entities or relevant authority
- responsible for information security in the Member State. I



Legislativni prostredi

Different subject matter and
objectives

AVSEC requires the identification
of critical ICT systems and data
and their protection against
cybersecurity threats that
hreaten 1 : ty of civil
aviation

NIS2 aims at achieving a high
Part-IS focuses on information common level of cybersecurity
security risks with a potential across the EU in order to improve
impact on civil aviation safet the functioning of the internal
market.




Legislativni prostredi

Civil Aviation Safety Civil Aviation Security

Part-IS
o

* Regulation 2015/1998
* Security Programmes

/

Cybersecurity in Civil Aviation

Y 2 2 Y
Uo0oU, UOHS, UP
e.g., GDPR, medical law, Al

Act, CER Directive, DSA

NUKIB

Business Continuity




NIS 2

Needs to be transposed to the national law

of the MS

Key common points and differences

Part-IS

Directly applicable to concerned
organisations & authorities

Legislativni prostredi - porovnani

w

AvSec

Same as Part-IS

Size of entity is important for applicability

Size is not important - risk is

Same as Part-IS

Type of entity is important
for applicability

Type of entity is how applicability
is defined

Type of entity is how applicability
is defined

Applicable to smaller entities under
conditions*

N/A

N/A

Applicability defined by type of
organisation (business units)

Applicability defined by approval
(organisations = approval holders)

Applicability defined by type of
organisation (business units)

Flexibility on transposition of the rule

Rule has to be applied as such

Rule has to be applied as such

As a Directive, requirements are of
a higher level

As a Regulation, there are more granular
requirements.

Requirements on cybersecurity are in
general of a higher level than in Part-IS

ISMS is not necessary

An ISMS is needed

ISMS is not necessary



Legislativni prostredi - zapocty

Reg. 2022/1645, article 4.2 & Reg. 2023/203, article 5.2

“Where an organisation referred to in Article 2 complies with security requirements laid down in Article
14 of Directive (EU) 2016/1148 of the European Parliament and of the Council that are equivalent to the
requirements laid down in this Regulation, compliance with those security requirements shall be
considered to constitute compliance with the requirements laid down in this Requlation”

» NIS2: Ncredit towards everything
in Part-IS

“Where an organisation referred to in Article 2 is an operator or an entity referred to in the national
civil aviation security programmes of Member States laid down in accordance with Article 10 of
Regulation (EC) No 300/2008 of the European Parliament and of the Council, the cybersecurity
requirements contained in point 1.7 of the Annex to Implementing Requlation (EU) 2015/1998 shall be
considered to be equivalent with the requirements laid down in this Requlation, except as reqards point
IS.D.OR.230 of the Annex to this Regulation that shall be complied with”

AVSEC: Automatic credit towards everything in Part-IS except
EGEASA ~* 15.1/D.OR.230 Information security external reporting scheme




Implementace

Existence Uvedeno v prirucce

Dostatecnost  Posouzeno UCL

22.2.2026

Funkcnost Zavedeno do provozu

Efektivita Dlouhodobé vyhodnoceni



Existence

Organizace muze integrovat prirucku ISMM s jinymi vyklady
organizace nebo priruckami managementu, které ma k
dispozici, za predpokladu, ze existuje jasny krizovy odkaz,
ktery uvadi, které casti vykladu nebo prirucky
managementu odpovidaji jednotlivym pozadavkim
obsazenym v pfiloze Il ,Casti IS.



Existence

Doporuéeni UCL:

1) Do SMS manualu doplnit kfizové odkazy na prislusné kapitoly bezpecnostniho
programu nebo dalSich manualg;

2) Do SMS manualu doplnit rozsireni externich hlaseni o udalosti v souvislosti s IS,
které maji potencial ohrozit letovou bezpecnost;

3) Stanovit osobu odpovédnou za IS;

4) Upravit aplikace pro systém hlaseni;

5) Doplnit knihovnu rizik o rizika spojena s IS v€etné vyhodnoceni a zmirfujicich
opatreni;

6) Rozsirit SPI o indikatory souvisejici s IS

7) PFedlozit UCL SMS manual (nebo jinou pfiru¢ku) formou ozndmeni o zméné

provozni prirucky



Dostatecnost

UCL:
1) Vyhodnoti oznamenou zménu provozni prirucky a
pripadné zasle protokol s nedostatky

2) V ramci prubézného dozoru (kontrol na zakladné)
provede kontrolu jednotlivych bodu - muze nahlédnout do
bezpecnostniho programu, knihovny rizik, SPI...



Funkcnost (po 22. 2. 2026)

1) UCL v rdmci prabézného dozoru (kontrol na zakladné)
provede kontrolu jednotlivych bodu - muze nahlédnout do
bezpecnostniho programu, knihovny rizik, vyhodnoceni SPI,
archivu internich hlaseni, archivu dokumentace, zavedeni

zmirnujicich opatreni, vycviku personalu...
2) UCL zpracuje hlageni dosla od provozovatel(
predepsanym zpusobem



Efektivita

Proces dlouhodobého hodnoceni funkénosti a efektivity
celého systému — budoucnost.



Véstnik UCL

Bude vydan véstnik s doporucenym postupem pro
implementaci PART-IS pro provozovatele obchodni letecké
dopravy.



tarting point

Current Appoint Adopt risk

Organisation Define ISMS responsible Define ISMS management

and _ 4 — persons ReNGy : framework

Accountable
Manager OR.205 OR.240 OR.200 OR.205

Establish incident Establish internal Establish external
management reporting scheme reporting scheme

OR.220 OR.215 OR.230

Does it
work as NO

plannear
Identify and assess Treat Risks Detect respond and \/
risks recover

OR.205 OR.210 OR.220

Manage contracted IS activities and connected risks
OR.205, OR.235

OPERATE



Zaver

PART-IS neni o IT ani o Cyber Security, ale inspektor musi byt
schopen hovorit s IT jejich jazykem.



Dotazy ?




Part-IS Implementation Workshop 2025

Hybrid event (partially online and partially on-site)

Description

m 25 Jun 2025 » 26 Jun 2025
Day 1: 25/06/2025, 09:00 - 17:30 CET (UTC +2) [ Add to Calendar
Registration

Day 2: 26/06/2025, 09:00 - 17:30 CET (UTC +2)

Get notified via email

e Location
EASA Headquarters

Contact
Konrad- Adenauer-Ufer 3

50668 Koln




Dékuji za pozornost

michal.paryzek@caa.gov.cz



